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Introduction

Chapter 1. Introduction
The VMware vSphere® Web Client is a cross-platform web application used to interact with the
VMware vCenter server — for the purpose of managing clusters, hosts, and virtual machines in data
centers. The Web Client provides full vSphere client functionality including capabilities for configuring
hosts, clusters, networks, datastores, or datastore clusters.

The vSphere Web Client has an extensible architecture that allows the addition of “plugins” to extend
its functionality. The subject of this document, the Pure Storage vSphere Web Client Plugin for vSphere
(referred to herein as “the Plugin”), extends the vSphere Web Client, with capability for managing
Pure Storage FlashArray volumes and snapshots in a vCenter context. The Plugin makes it possible
to create, monitor, and manage VMware datastores based on FlashArray volumes (and related
snapshots) completely from within the vSphere Web Client.

The Plugin also supports these actions:

• Opening a Purity GUI session in the vSphere Web Client

• Setting a datastore's Path Selection Policy to Round Robin, for multipathing

• Assigning datastores membership in Pure Storage protection groups

• Creating a FlashArray host group for a vSphere cluster

• Initiating or scheduling a space reclamation run on a FlashArray

• Configuring role-based access control for vSphere users and your FlashArrays

• Working with FlashArray virtual volumes (VVols)

This document describes the use of the Plugin to perform these functions.

The Pure Storage vSphere Web Client Plugin complies with all VMware/OSGi best practices.
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Verify System Requirements and Compatibility

Chapter 2. Before You Begin
Before you begin using the Plugin, verify that your system meets the minimum requirements.

Verify System Requirements and Compatibility
Verify that your system meets the minimum requirements to run the vSphere Web Client:

☐ Verify the VMware vSphere version. The Plugin for vSphere requires vSphere 5.5 or higher.

☐ Verify that the VMware vSphere web client server supports TLS 1.1 or 1.2.

☐ Verify the Pure Storage version installed on the FlashArrays. The Plugin supports Purity 4.7 or
later version.

☐ Verify the Pure Storage REST API version installed on the FlashArrays. The Plugin requires the
REST API 1.5 or later version.

☐ To install the Plugin, verify that you have both vCenter Administrator privileges and FlashArray
Storage Administrator privileges, or that administrators with these privileges are available to do
the installation.

Additional requirements:

☐ The virtual volumes feature requires vSphere 6.5 or higher, ESXi 6.5 or higher, and Purity//FA
5.0.0 or higher.

☐ The space reclamation feature requires vSphere 6.0 or higher and ESXi 6.0 or higher.

Refer to the VMware vSphere documentation for steps on how to install or upgrade your VMware
vSphere clients and ESXi hosts.
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Chapter 3. Installation
The Plugin ships with the Purity release and can be installed onto the vSphere server from either the
Purity GUI or CLI. Purity also supports viewing the Plugin version and uninstalling the Plugin.

About the Purity GUI vSphere Plugin Pane
The Plugin is installed and viewed through the vSphere Plugin pane in the Purity GUI Settings >
Software tab.

An unconfigured example of the vSphere Plugin pane is shown here.

Figure 3.1: vSphere Plugin Pane

Version fields in the Plugin pane:

Version on vCenter
The Plugin version currently installed on the vSphere server.
A hyphen ("-") indicates the Plugin is not installed on the specified vSphere server.

Available Version
The Plugin version available in the Purity GUI.
You can use Purity to install this version of the Plugin to the vSphere server.

The same information is available through the Purity CLI pureplugin command.

View Plugin Versions
To check the Plugin's version information, in the Purity GUI go to Settings > Software.

A configured example is shown here. The vSphere server already has the 3.0.0 version of the Plugin
installed (the same version that Purity would install).
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Install the Pure Storage Plugin

Figure 3.2: vSphere Plugin Pane

In this example, the hyphen ("-") in the Version on vCenter indicates that the Plugin is not installed
on the vSphere server. Version 3.0.0 of the Plugin is available to be installed on the vSphere server.

Figure 3.3: vSphere Plugin Pane

Install the Pure Storage Plugin
You must have both vCenter Administrator privileges and FlashArray Storage Administrator privileges
to install the Plugin.

Install the Plugin through the Purity CLI pureplugin install command or the GUI.

To install the Plugin through the Purity GUI:

1. Go to Settings > Software tab and the vSphere Plugin pane.

2. Click the  Edit icon.
The Edit vSphere Plugin Configuration pop-up opens.

3. In the Edit vSphere Plugin Configuration pop-up, enter the vSphere server name and
administrator credentials, and click Save.

4. The vSphere Plugin pane displays the current Plugin version or displays a hyphen ("-") if the
Plugin is not installed on that server.
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Uninstall the Pure Storage Plugin

5. To install the Plugin from Purity to the vSphere server, click Install.

Linked vSphere Servers and Multiple vSphere Servers
The following issues apply to linked or multiple vSphere servers.

• When installing the Plugin on vCenter Server systems that use vCenter Linked Mode, you must
install the Plugin on each vCenter Server.

• When registering VASA providers, the registration of multiple independent (non-linked) vCenter
instances with a single FlashArray is not supported. At this time, only a single vCenter server
instance or multiple linked vCenter server instances may be registered with a FlashArray's VVols
storage provider instance.

Uninstall the Pure Storage Plugin
The Uninstall action removes the Plugin and all its configuration from the vSphere server.

To uninstall the Plugin:

1. Go to Settings > Software tab and the vSphere Plugin pane.

2. Click Uninstall.
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Chapter 4. Best Practices
This section lists recommendations and best practices for the Plugin for vSphere.

Multipathing
For high availability and non-disruptive upgrades, configure multipathing.
The Plugin supports a simple menu selection to configure the correct path selection policy. See
Configure Multipathing.

Virtual Interfaces
For high availability support, use a virtual interface in the "FlashArray URL" field when creating
a FlashArray. Enter either the vir0 IP address or fully-qualified domain name (FQDN) of the
array's management port in "FlashArray URL" field.

IPv6 Addresses
When using an IPv6 address, the address must be enclosed in square brackets. For example:
[2015:0db8:85a3:0042:1000:8a2e:0360:2037].
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Log into the vSphere Web Client

Chapter 5. Getting Started

Log into the vSphere Web Client
To access the vSphere Web Client, open a web browser and enter the URL for the vSphere Web Client,
followed by the port number 9443 (note the login uses secure http or https). The URL can be the IP
address or the fully qualified domain name.

The VMware vSphere Web Client login screen appears.

Figure 5.1: vSphere Web Client Login Screen

Enter the vCenter username and password and click Login to log in to the vSphere Web Client.
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Figure 5.2: vSphere Web Client Home Tab

This image shows the vSphere Web Client home page with the Plugin, labeled Pure Storage,
installed. All other icons and navigation destinations displayed on the page are part of the Web Client
as delivered by VMware. They behave as they would if the Plugin were not present, and are not
documented here.

The Plugin does not have a separate login.

View the FlashArrays in the vCenter Database
The FlashArray Objects view lists all the FlashArrays that are currently configured for vSphere. Do one
of the following to open the FlashArray Objects view:

• From the vSphere Web Client Home view, click the Pure Storage logo in the Inventories section.
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Figure 5.3: Pure Storage Logo

• Or, from the vSphere Web Client Home view, click FlashArray in the vCenter Inventory Lists
section.
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Figure 5.4: The FlashArray Entry in vCenter Inventory Lists

The FlashArray Objects view opens.

Confidential and Proprietary. Subject to NDA and End User Agreement. Page 20



Getting Started
The Plugin Menu

Figure 5.5: The FlashArray Objects View

The main pane of the FlashArray Objects view contains a tabular list of the FlashArrays that have been
added to the vCenter database, along with properties that relate to vCenter and the Plugin. The left side
of the view is a navigation-like pane that lists the FlashArray names.

The FlashArray properties listed in the table are.

FlashArray Alias
The name by which a FlashArray is known to the vCenter server. A name must be specified
when the FlashArray is added to the vCenter database, but it need not be identical to the array’s
actual hostname (i.e., the NEW-NAME specified in the purearray rename CLI command or in
the GUI), although embedding the hostname in the name recognized by vCenter is obviously a
best practice.

FlashArray URL
The URL used by the Plugin to address the array. Normally includes the FlashArray’s fully-
qualified hostname. An IP address can also be used to identify the FlashArray, although this
is not a considered best practice. A hostname registered with the data center’s DNS server is
preferred.

Online
A true/false indicator of whether vCenter can communicate with the FlashArray. A value of true
only indicates that vCenter can communicate with the FlashArray. It does not signify that vCenter
is able to control the array (for example, if it is running an unsupported Purity version).

Compatible
A true/false indicator of whether the Purity version on the FlashArray is compatible with the
Plugin.

The Plugin Menu
Perform actions related to FlashArrays by clicking one of the quick action buttons (described in the
Manage FlashArrays with the vSphere Web Client chapter) or by selecting an option in the Actions
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menu. Actions include configuring FlashArray properties that are relevant to vCenter, managing
FlashArrays in vCenter, and managing FlashArray-based datastores, snapshots, and protection group
memberships.

The supported Plugin options vary according to the vCenter object selected. Menu options act on the
object that is selected (and highlighted) in the left pane or in the table (vmfs5-fs76-16 in the example
below).

Use the Pure Storage section of the Actions menu to select the Plugin menu options. Which Plugin
menu options are available depends on the type of object selected, for instance, a FlashArray,
datastore, host, etc. The Plugin menu is also available from right-clicking a FlashArray or a FlashArray-
related object.

Figure 5.6: The Plugin Menu

Working with Long Lists of Objects
See Working with Long Lists of Objects for information on filtering and pagination of tables of
FlashArray objects.
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Chapter 6. Configuration
The Configure Multipathing section applies to all users.

The following configuration steps are required to support virtual volumes:

• Register the VASA Provider

• Import Storage Policies

Configure Multipathing
This configuration step is recommended for all users.

A Path Selection Policy of Round Robin is recommended to support multipathing, which is required
for high availability and non-disruptive upgrades. Volumes created by the Pure Storage vSphere Web
Client Plugin are automatically configured with a Path Selection Policy of Round Robin.

However, by default vSphere does not configure FlashArray volumes as Round Robin.

The Plugin's Configure Multipathing feature configures the Round Robin setting for FlashArray volumes
that are not created by the Plugin. The Configure Multipathing feature also provides a convenient way
to configure the Round Robin setting for all FlashArray volumes that belong to a vCenter host, cluster,
or datacenter, thus avoiding the potentially error-prone process of configuring each datastore manually.
The Plugin also supports configuring multipathing on an individual datastore.

To set the Path Selection Policy to Round Robin:

1. Open the vSphere Web Client view to the appropriate object (a datastore, host, cluster, or
datacenter).

2. In the Actions menu, select Pure Storage > Configure Multipathing. The menu selection for a
datacenter object is shown here.
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Figure 6.1: Configure Multipathing

3. In the Configure Multipathing pop-up, click Apply.

The Plugin configures all FlashArray volumes on the vCenter object (datastore, host, cluster, or
datacenter) and sets their configuration to Round Robin.

Register the VASA Provider
This configuration step is required for VVols support.

For virtual volume support, you must register a VASA provider that connects to your VVols-enabled
FlashArrays.

The Pure Storage FlashArray VASA provider resides on both of the FlashArray controllers. Both VASA
providers are entirely stateless, which allows full loss of both controllers without data loss of the VASA
provider configuration. Once the controllers are replaced and powered on, the VASA provider resumes
with the latest configuration state. Furthermore, both VASA providers are active. Therefore, the dual-
controller design provides active-active VASA providers.

Note: For multiple vCenter servers operating in linked mode, a single registration automatically
completes the VASA provider registration on all vCenter servers. However, you must repeat the VASA
provider registration separately for each FlashArray that uses VVols.

To register the VASA provider:

1. In the vCenter Web Client main menu, select Pure Storage.
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Register the VASA Provider

Figure 6.2: Pure Storage Menu Option

2. In the FlashArray view, select a FlashArray.

3. With your FlashArray selected, with click the  Register Storage Provider icon in the Plugin
options bar, or select Register Storage Provider in the Plugin's Actions menu.

Figure 6.3: Register Storage Provider

4. In the Register Storage Provider pop-up, enter the credentials for a FlashArray administrator.
Credentials for FlashArray administrator with at least Storage Admin privileges are required.
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Figure 6.4: Register Storage Provider

Click Register.

5. Repeat the Register VASA Provider steps for each VVols-capable FlashArray that is to be
managed in the vSphere Web Client.

Import Storage Policies
This optional step creates vSphere storage policies based on the parameters of FlashArray protection
groups.

1. In the vCenter Web Client main menu, select Pure Storage.

2. In the FlashArray view, select a FlashArray.

3. With your FlashArray selected, with click the  Import Protection Groups icon in the Plugin
options bar, or select Import Protection Groups in the Plugin's Actions menu.

Figure 6.5: Import Protection Groups
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Import Storage Policies

4. The Import Protection Groups pop-up displays the FlashArray's protection groups. Select the
FlashArray protection groups to be imported.

Figure 6.6: Import Protection Groups

Click Import.

The following is an example of resulting storage policy.

Figure 6.7: Import Protection Groups

5. Repeat the Import Protection Groups step for each VVols-backed FlashArray that is to be
managed in the vSphere Web Client and that would create additional unique storage policies in
vSphere.

Notes:

• Protection Groups that define policies which already exist as VM storage policies are disabled for
selection.
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• If a FlashArray protection group is later changed such that it no longer satisfies its corresponding
vSphere storage policy, vSphere displays a non-compliance warning.
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Chapter 7. Optionally Configure Role-Based Access
Control

Overview
The Plugin's Role-Based Access Control (RBAC) allows a vSphere administrator to grant permission
to select vSphere users (or administrators) to have permission to manage FlashArrays through the
vSphere Web Client and to grant various levels of FlashArray privileges to those vSphere users. This
feature is optional.

By default, the Plugin allows vSphere users to provision and manage FlashArrays within vSphere. The
RBAC feature allows vSphere administrators granular control over which vSphere users have access to
which FlashArray functionality, controlling what specific vSphere users can do on each FlashArray.

This access control is implemented through vSphere's permission structure and supports either
vSphere local domain users or the customer’s Active Directory users. The RBAC configuration steps
add new permission objects for FlashArray functionality into vCenter permission objects.

First, roles are created with a subset of the FlashArray privileges (or with all of them), then vSphere
permission objects are created that assign one or more vSphere users to each role. A permission
object for the Plugin can be created at the datastore, host, or FlashArray level. The assigned privileges
then are effective only for the specific datastore, host, or FlashArray containing the permission object.

FlashArray Privileges
The following FlashArray functionality can be assigned through the RBAC feature, as privileges:

• Administration:

• Add a FlashArray to the Plugin's control

• Display a FlashArray in the vSphere Web Client

• Edit a FlashArray's name, IP address, or name

• Enable and disable RBAC for one or more FlashArrays

• Remove a FlashArray from the Plugin's control

• Host management:

• Add a FlashArray host group

• Miscellaneous:

• Configure multipathing for a FlashArray

• Configure iSCSI

• Verify a FlashArray's system health
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• Protection group management:

• Update a FlashArray protection group

• Snapshot management:

• Copy a FlashArray snapshot

• Create a FlashArray snapshot

• Delete a FlashArray snapshot

• Restore a FlashArray snapshot

• Virtual volume management:

• Create a virtual disk

• Delete a virtual volume

• Import FlashArray protection groups

• Register VASA storage provider

• Replace a virtual volume

• Restore a deleted virtual volume

• Volume management:

• Connect a FlashArray datastore

• Create a FlashArray datastore

• Delete a FlashArray datastore

• Rename a FlashArray datastore

• Resize a FlashArray datastore

• Run space reclamation on a FlashArray

• Schedule a space reclamation run on a FlashArray

Later you create a role for each unique combination of privileges your users need to manage your
FlashArrays.

Additional Role Requirements:

In addition to PureStorage privileges, vSphere users also must have permission to the following
vSphere privileges when RBAC is enabled.

• Global.Manage custom attributes

• Global.Set custom attributes

The following vSphere privileges are required to schedule a FlashArray space reclamation run:
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• Scheduled task

• Storage views

• Tasks

Example FlashArray Roles
Any combination of Pure Storage privileges can be used to create roles. A good starting point could be
a role for all PureStorage privileges, plus a separate role for each of the main PureStorage privilege
groups: Administration, Host Management, Miscellaneous, etc.

The following are other example roles vSphere users might need based on their FlashArray
responsibilities:

• A role with all PureStorage Administration privileges, possibly combined with the Miscellaneous
privileges (Configure Multipathing and Verify System Health) or space reclamation privileges

• A role with all PureStorage Snapshot Management, Virtual Volume Management, and Volume
Management privileges

• A role with all PureStorage Volume Management, Host Management, and Protection Group
Management privileges

• A role with only PureStorage Volume Management.Run Space Reclamation and Volume
Management.Schedule Space Reclamation privileges

• Roles with only specific privileges such as Create Volume and Create Snapshot.

Notes about RBAC
• RBAC access configuration does not override vSphere privileges. For example, if vSphere does

not allow a certain user to create a datastore, then using the Plugin's RBAC to grant that user
permission to create a FlashArray datastore has no effect.
The RBAC feature can restrict a user's permissions, but cannot expand a user's privileges
beyond what vSphere allows for that user.

• The Plugin RBAC is an opt-in feature. It is disabled by default. When RBAC is not enabled, all
vSphere users have permission to access all FlashArray functionality on all FlashArrays that are
configured for the Plugin.

• RBAC applies to specific vSphere users. Granting access or privileges to groups is not supported
in this release.

• The RBAC feature can be enabled for all FlashArrays that are configured in the Plugin or for only
specific FlashArrays.

Summary of RBAC Configuration Steps
RBAC configuration involves the following steps, which are performed in the vSphere Web Client. Each
step is described in the sections that follow.

1. Create vSphere Users Who Will Manage Your FlashArrays
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2. Create vSphere Roles that Include the Appropriate Set of FlashArray Privileges

3. Create vSphere Permissions Objects

4. Enable the Plugin RBAC Feature

Create vSphere Users Who Will Manage Your FlashArrays
Skip these steps if your vSphere users are already created.

To create a vSphere user:

1. Click the vCenter Web Client Home icon and then the Administration option.

2. Under Single sign-On in the left navigation panel, click Users and Groups.

3. In the Users pane, click the green plus  New user  icon.

4. Complete the New User dialog box and click OK.
The new user appears in the User listing.

Create vSphere Roles that Include the Appropriate Set of
FlashArray Privileges
Create a role for each unique combination of privileges your users needs to manage your FlashArrays.

The steps below describe how to create a new role with only the PureStorage.Volume
Management.Create Datastore privilege as an example. The steps for other roles are similar.

To create a role with the FlashArray Create datastore privilege:

1. Click the vCenter Web Client Home icon and then the Administration option.

2. Under Access Control in the left navigation panel, click Roles.

3. In the Roles pane, click the green plus  Create role icon.

4. In the Create Role dialog box Role name field, enter a name for the new role, for example,
PureStorage Create Datastore.

5. In the Privilege pane, scroll down until the PureStorage check box is visible. Click the arrow next
to the PureStorage check box to expand its privilege list, and then the arrow next to Volume
Management to expand that list.

6. Select Create Datastore.
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Figure 7.1: PureStorage Create Datastore Privileges Selected

Leave the other PureStorage privileges unselected.

7. Scroll up to Global privileges and add the required Global.Manage custom attributes
and Global.Set custom attributes privileges.

8. Click OK to close the dialog box. The new role appears in the Role pane.

A user who is later assigned the PureStorage Create Datastore role will be allowed through the
Plugin to create a FlashArray datastore, but will not be allowed any other FlashArray functionality. Other
Pure Storage menu items will be grayed out for a user with this role.

Note: Roles that include the FlashArray Schedule Space Reclamation privilege also require the
vSphere Schedule task, Storage view, and Tasks privileges.

Create vSphere Permissions Objects
When your vSphere users and FlashArray roles are created, next create permission objects that
associate vSphere users with the appropriate FlashArray roles.

Permission objects can be created at the datastore, host, or FlashArray level. These steps below
describe creating a permission object at the host level.
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1. In the left panel, navigate to the host and select it. Click the Permissions tab, and click the
green plus  Add permission icon.

2. In the Users and Groups pane on the left, click the Add... button.

3. In the Select Users/Group dialog, select the vSphere user or users to have the FlashArray
privileges in the first role.
Click Add. The selected user or users appear in the Users: field.

Click OK.

Back in the Add Permission dialog, the selected user or users appear in the Users and Group
listing on the left.

4. In the Assigned Role pane on the right, use the drop-down menu to select the role PureStorage
Create Datastore.

Figure 7.2: PureStorage Create Datastore Role

Click OK.

5. The Permissions tab displays the new permissions object in its list.
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Figure 7.3: Permission Object with SampleUser and the Create Datastore Role

When RBAC is enabled (in the next step), the vSphere user SampleUser will have permission to
create datastores associated with this host.

Notes:

• The example above creates permissions at the host level. Permissions could alternatively be
created at the datastore or FlashArray level:

• Datastore level: in step 1, select a datastore instead of a host.

• FlashArray level: select the appropriate FlashArray in the Enable the Plugin RBAC Feature
step below.

• Repeat the steps above to create at least one permission object for each role of FlashArray
privileges. Each permission object should be created at the appropriate level.

Enable the Plugin RBAC Feature
The Plugin's RBAC feature must be enabled in order to use it. RBAC can be enabled for all FlashArrays
managed by the Plugin or for specific FlashArrays.

These steps grant specific users access to either specific FlashArrays or to all FlashArrays. The
privileges available to these users depends on the permission objects you created previously.

This step also includes configuring the users who will be able to access the FlashArray or FlashArrays
through the Plugin RBAC feature.

To enable the Plugin RBAC feature:

1. Go to the vSphere Web Client FlashArray view (click the Web Client Home icon, then the Pure
Storage logo icon in the Inventories pane).

2. In the Objects tab, click the Role Based Access Control orange lock icon:
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Figure 7.4: RBAC Icon

3. The Role Based Access Control dialog box opens.
Check the Enable Role Based Access Control check box. Other options are grayed out until
the Enable Role Based Access Control check box is checked.

4. Click the green plus  Add icon in the bottom left of the dialog box.

5. The Add Users dialog box opens.
With the Select Domain menu, select either vSphere local domain or Active Directory domain.

6. Click the check boxes for your users. Ensure that your users' check boxes are enabled, then
click Add.

7. The Role Based Access Control Dialog Box returns with the Users table listing your users but
with their check boxes not selected. Select the check box next to your users.

Figure 7.5: Enable Role Based Access Control

Ensure that the check boxes are enabled for your users, then click Submit.

Confidential and Proprietary. Subject to NDA and End User Agreement. Page 36



Optionally Configure Role-Based Access Control
Restrict RBAC Access

After these steps, the users that you specified here have access to the specified FlashArrays, based on
the roles assigned those users in permission objects.

Restrict RBAC Access
These sections describe how to restrict access after RBAC has been configured and is operational.

Turn off the Plugin's RBAC feature entirely
When RBAC is disabled, all vSphere users have access to all privileges on all FlashArrays that are
configured with the Plugin.

To disable the Plugin RBAC feature:

1.
In the FlashArray view (Home > Pure Storage > FlashArray), click the  Role Based Access
Control orange lock icon.

2. In the Role Based Access Control dialog, click the Enable Role Based Access Control check
box to deselect it.

Figure 7.6: Role Based Access Control Disabled

3. Click Submit.

Disabling RBAC removes all role and privilege restrictions. All vSphere users now have access to all
privileges on all FlashArrays that are configured with the Plugin.
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Disable the RBAC feature on one FlashArray
When the Plugin's RBAC feature is enabled on several FlashArrays, because RBAC is either enabled
for all FlashArrays or not enabled at all, there is not a single step to remove RBAC on one FlashArray.
The workaround is to disable RBAC entirely, then enable it for one FlashArray at a time.

Note: these steps allow all vSphere users unlimited access for a short time (until RBAC is enabled on
one FlashArray).

To disable RBAC access to one FlashArray:

1.
In the FlashArray view (Home > Pure Storage > FlashArray), click the  Role Based Access
Control orange lock icon.

2. Disable the RBAC feature:

a. In the Role Based Access Control dialog, click the Enable Role Based Access Control
check box to deselect it.

b. Click Submit.

3. Enable the RBAC feature for one specific FlashArray:

a. Again click the orange lock icon.

b. In the Role Based Access Control dialog, click the Enable Role Based Access Control
check box to enable it.

c. In the Select the FlashArray to modify permission: drop-down menu, select one of the
FlashArrays for which RBAC is to be enabled.

d. The Users table displays vSphere users with RBAC permission to access the selected
FlashArray. If this list is not correct, follow the steps in Create vSphere Permissions Objects
to create a user permission object.

e. Click Submit.

4. Repeat the enable step above for each FlashArray on which RBAC is to be enabled.

Disable a user's access
Multiple users can be disabled with these steps, if they share the same permissions.

To disable a user's access to either all FlashArrays or a specific FlashArray:

1.
In the FlashArray view (Home > Pure Storage > FlashArray), click the  Role Based Access
Control orange lock icon.

2. In the Select the FlashArray to modify permission drop-down menu, select either all
FlashArrays or the specific FlashArray that the user should not have access to.

3. In the Role Based Access Control dialog, in the left side Users and Groups list, locate the user.
Select the user and check the red X to remove the user.
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4. Read the Remove Access to Selected Users confirmation dialog:

Figure 7.7: Remove Access to Selected Users Confirmation

If the correct FlashArray or FlashArrays are listed, click Yes.

5. Click Submit.

The specified user (or users) now cannot access either the specified FlashArray or any FlashArray.
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Chapter 8. Manage FlashArrays with the vSphere Web
Client
Topics in this chapter:

Overview

Add a FlashArray to the vCenter Database

Remove a FlashArray from the vCenter Database

Change a FlashArray's vCenter Name or URL

Create a Datastore

Create a FlashArray Host Group for a vCenter Cluster

Configure iSCSI

Overview
In order for the vSphere Web Client to manage FlashArray-based datastores, the FlashArrays on which
they reside must be known to vCenter. The Plugin can add FlashArrays to and remove them from
the vCenter database. In addition, the Plugin can edit the properties of FlashArrays in the vCenter
database that relate to management.

Figure 8.1: Select an Action to Perform on a FlashArray

The Plugin actions for managing FlashArrays are invoked from the Objects tab in the vSphere Web
Client. To initiate an action on a FlashArray, either pull down the Actions menu in the title bar of the
Objects tab and select an action from it, or click one of the quick action buttons in the tab title bar. The
Edit and Remove actions are performed on the FlashArray selected by clicking its row in the main pane
table before selecting the action.
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The sections that follow describe the Plugin’s actions in the FlashArray Objects view.

Add a FlashArray to the vCenter Database
Before datastores based on FlashArray volumes can be managed by vCenter, the FlashArrays
that host the underlying volumes must be known to the vCenter database and must specify certain
properties related to vCenter.

To add a FlashArray to the vCenter Database:

1. Either click the FlashArray Add icon  or select the Actions menu Add FlashArray option.

2. In the Add FlashArray pop-up, enter the FlashArray properties.

Figure 8.2: Add a FlashArray

FlashArray Name
The name by which a FlashArray is known to the vCenter server. A name must be specified
when the FlashArray is added to the vCenter database, but it need not be identical to the
array’s actual hostname (i.e., the NEW-NAME specified in the purearray rename CLI
command or in the GUI), although embedding the hostname in the name recognized by
vCenter is obviously a best practice.

FlashArray URL
The URL used by the Plugin to address the array. This value is typically the FlashArray’s
fully-qualified hostname.
The URL or IP address must be the array’s virtual address. Do not use controller hostnames
and physical IP addresses.
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Note: The fully qualified domain name (FQDN) or virtual IP address of the management port
(vir0) is required for high availability.

Username
The administrator username used to log into the FlashArray GUI and CLI. Purity supports the
built-in username pureuser. Other administrator and user names, for instance from your
local Active Directory accounts, are also supported.

Password
The password associated with the pureuser FlashArray login or other user entered in
the Username field. As shipped by Pure Storage, FlashArrays associate the password
pureuser with the pureuser login name.
Pure Storage strongly recommends that this password be changed immediately following
installation, for instance using the pureadmin setattr CLI command.

3. Click Add.
(The Add button is disabled until all properties have been entered.)

The new FlashArray is listed in the vCenter FlashArray Objects view.

Remove a FlashArray from the vCenter Database
Figure 8.3: Remove a FlashArray from the vCenter Database

To remove a FlashArray from the vCenter Database:

1. In the FlashArray Objects view, select the FlashArray to be removed by clicking its row.

2. Either click the  Remove FlashArray icon or select the Actions menu Remove FlashArray
option.

3. The Remove FlashArray confirmation pop-up opens.
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Figure 8.4: Remove FlashArray Confirmation

Click Remove.

Change a FlashArray's vCenter Name or URL
The dialog can be used to change a FlashArray’s vCenter name or URL.

Notes:

• FlashArray credentials are required.

• FlashArray credentials cannot be changed from the Plugin.

• Changes in FlashArray properties take effect immediately when the Save button is clicked.
For example, if a second vSphere Web Client session is active when an array’s URL is changed
by this dialog, the second session’s next action addresses the array at the new URL.

• The Save button is enabled after the credentials are entered.

To edit a FlashArray's properties in the vCenter Database:

1. In the FlashArray Objects view, select the FlashArray by clicking its row.

2. Click the  Edit FlashArray icon or select the Actions menu Edit FlashArray option.
The Edit FlashArray pop-up opens.
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Figure 8.5: Edit FlashArray Properties

3. Make either or both of the following changes:

• Enter a new value for the FlashArray’s vCenter name.

• Enter a new value for the FlashArray’s vCenter URL.

4. In the Username and Password fields, enter the FlashArray credentials.

5. Click Save to make the changes permanent.

Create a Datastore
The Create Datastore option is now available only in the Hosts and Clusters view.

See Create a Datastore for information on creating a datastore.

Create a FlashArray Host Group for a vCenter Cluster
The Plugin supports creating a FlashArray host group in the vSphere Web Client, including a
FlashArray host for each ESX host in the vSphere cluster.
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By default, the Plugin creates a FlashArray host group named for a vCenter cluster, containing one
FlashArray host for each ESX host in the cluster, with the names of the ESX hosts.

Host names must be unique on a FlashArray. The operation fails if the FlashArray already has hosts
with the names that this operation would create. The host group name also must not already exist on
the FlashArray.

To create a FlashArray host group:

1. In the vSphere Web Client Clusters view, select the cluster, right-click, and select the Pure
Storage > Add Host Group option.

2. The Add FlashArray Host Group pop-up opens.

a. Use the Select FlashArray drop-down menu to specify the FlashArray on which the new host
group will be created.

b. In the Select Protocol area, select the protocol that the FlashArray is configured for.

c. In the FlashArray Host Group area, the Plugin suggests host group names based on the
names of your ESX hosts.
To change a host group name, click on the name and edit it (optional).

d. To search through a long list of host names, use the search box on the right of the
"FlashArray Host Group" title (optional).

Figure 8.6: Add FlashArray Host Group

3. When the host group is configured properly, click Create.
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The host group and its hosts are created on the specified FlashArray.

Notes:

• While Purity supports FlashArrays with mixed protocols, when configured with vSphere, all hosts
within a FlashArray host group must use the same protocol (either all Fibre Channel or all iSCSI).

• Normal Purity object naming rules apply for the new host group name and new FlashArray
host names. See the  FlashArray User Guides [https://support.purestorage.com/FlashArray/
PurityOE/FlashArray_User_Guide] for more information.

Common Errors Seen with Add FlashArray HostGroup
Before creating the host group, the Plugin verifies the request to ensure, for example, that the
requested name is valid, that a host group of the same name does not already exist on the FlashArray,
and that the specified protocol is valid for that FlashArray.

Error messages from these checks include the following:

Not all hosts have been configured with a Fibre Channel initiator, Not all hosts have been
configured with an iSCSI initiator

vSphere does not support a FlashArray with mixed protocol (both FC and iSCSI).
If possible, make all initiators use the same protocol, or use a different FlashArray with initiators
of a single protocol.

Some initiators are already configured on the selected FlashArray, Some names already exist
on the FlashArray

The FlashArray already contains one or more hosts with the same name as hosts to be created.
The host names that cannot be created on the FlashArray are shown in red. Change these host
names to ones that do not conflict.

Configure iSCSI
The Configure iSCSI performs the following configuration for the selected host:

• On the FlashArray, creates the host and adds its IQNs.

• On vSphere, creates the ESX Software iSCSI Adapter if one does not already exist on the ESX
host, and adds the target to the Software iSCSI Adapter.

To run the Configure iSCSI option:

1. On the Clusters view, highlight a host in the Navigator pane. Right-click and select Pure Storage
> Configure iSCSI.
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Figure 8.7: Configure iSCSI Menu Option

2. Select the appropriate FlashArray or FlashArrays.
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Figure 8.8: Configure iSCSI Initiators Dialog

Click Configure.

Note: This action is idempotent if run on a host that is already configured.
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Chapter 9. Manage VMFS Datastores with the vSphere
Web Client
Topics in this chapter:

Overview

Open the Datastore Action Menu

Create a Datastore

Display Datastore Metrics

Rename a Datastore

Increase the Size of a Datastore

Connect Additional Hosts to a Datastore

Add a Datastore to Existing FlashArray Protection Groups

Add Multiple Datastores to Existing FlashArray Protection Groups

Reclaim the Free Blocks on a VMFS Datastore

Restore a Datastore from a FlashArray Snapshot

Destroy a Datastore

This chapter applies to VMFS datastores. For information on virtual volume datastores, see Manage
VVols Datastores in the vSphere Web Client.

To restore a datastore from a snapshot, see Restore a Datastore from a FlashArray Snapshot in
Manage FlashArray Snapshots for VMFS Datastores in the vSphere Web Client.

Overview
The primary function of the Plugin is the management of VMware datastores that are based on
FlashArray volumes. Typically, the Plugin is used to create both datastores and the FlashArray volumes
on which they are based in a single workflow.

The Related Objects tab displays all datastores based on volumes hosted by the selected FlashArray.
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Figure 9.1: Properties of Datastores Based on FlashArray Volumes

To display the Related Objects tab:

1. Go to the FlashArray Objects view.

2. Either click the FlashArray’s name in the navigation pane or double-click its row in the main pane
table.

3. Scroll to the right to display all the properties columns.

Note:

• These properties are managed and reported by vCenter itself, not by the Plugin. Refer to
VMware documentation for more information about the Related Objects tab.

• See Working with Long Lists of Objects for information on pagination and filtering of FlashArray
objects.

Open the Datastore Action Menu
For datastores that are based on a FlashArray volume, the Plugin Actions menu supports options to
create, resize, rename, and destroy those datastores, to create snapshots of those datastores, to add
those datastores to Pure Storage protection groups (Pure Storage protection groups are required to
support the FlashRecover backup and recovery solution) and mount the datastore on additional hosts,
as well as run space reclamation and configure multipathing.
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Creating a datastore is supported in the Hosts and Clusters view. Other datastore actions are available
in the FlashArray > Related Objects view, with a datastore selected.

Open the Actions menu by clicking on the datastore row in the vSphere Web Client Related Objects
view.

Figure 9.2: Actions Menu for Datastores

The Actions menu contains native vSphere Web Client commands, as well as a Pure Storage menu
that displays a list of options for FlashArray volume-based datastores. New datastores based on
new FlashArray volumes can be created, and existing datastores can be enlarged (with the Resize
command), renamed, or destroyed. Also, space reclamation (to reclaim the free blocks on a datastore)
can be run on demand or can be scheduled.

The sections that follow describe the Plugin's actions on FlashArray volume-based datastores.
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Create a Datastore
These steps create a vSphere datastore that is based on a FlashArray volume and also add the new
datastore to the vCenter database.

You have the option to give the new datastore membership in one or more existing Pure Storage
protection groups. Protection groups are required to support the Purity FlashRecover feature, a
policy-based data protection and disaster recovery solution that includes remote replication. Purity
automatically displays the FlashArray volume for the new datastore as a member of the selected
protection groups.

Notes:

• The Create Datastore menu option is available when a host is selected, not when a datastore is
selected.

• The host or host group with which the datastore will be associated must be created on the
FlashArray beforehand.

• If the datastore is added to protection groups, the protection groups must be created on the
FlashArray beforehand.

• With multiple-page lists of protection groups, after you have selected one or more protection
groups, use the Joined check box to display only the selected protection groups.

• All members of the same FlashArray protection group have the same replication schedules and
have the same disaster recovery policy applied.

• The Pure Storage Protection Group option is not available in either of the following cases:

• No protection group is configured on the FlashArray.

• The FlashArray's hosts or host groups are already members of Pure Storage protection
groups. In this case, new volumes that are added to the hosts or host groups automatically
become members of the associated protection group.

• Datastore creation involves a rescan of vCenter's host bus adapters.

• Creation of a VMFS version 6 datastore requires that all ESXi hosts be version 6.5 or later.

To create a vSphere datastore based on a FlashArray volume:

1. In the left pane, select a vSphere host or cluster.

2. With a host or cluster selected, access either of the Actions menus:

• Right-click on the host or cluster and select the Pure Storage > Create Datastore option.

• Open the Actions menu in the top right and select the Pure Storage > Create Datastore
option.

This example shows the right-click menu:
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Figure 9.3: Create a FlashArray Datastore

Note: Do not click the vSphere Create a new datastore  icon. Use only the Pure Storage
Actions menu options.

The Create Datastore dialog opens.

3. Enter the following information:

Datastore Type
The datastore type in vCenter. Select VMFS: Virtual machine file system

Datastore Name
The datastore name in vCenter.

Datastore Size
The size of the underlying volume for the datastore.
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Note: When a file system is added, the available size is reduced.

VMFS Options
VMFS version 5 or version 6
Note: VMFS version 6 requires that all hosts be on ESXi 6.5 or higher.

Pure Storage Array
The FlashArray to host the datastore’s volume.

Host/Cluster
The ESXi host or cluster to provision the datastore to.

4. Optionally select one or more existing Pure Storage protection groups.

a. In the Joined column on the left, enable the appropriate check boxes to select the protection
group or groups for the datastore to join.

b. If the list of protection groups spans multiple screens, use the navigation arrows on the
bottom right to page through the list.

c. After you have selected one or more protection groups, optionally use the Joined check box
to display only the selected protection groups. The Joined check box filters out protection
groups that are not selected and is useful when the list of protection groups spans multiple
pages or the selected protection groups appear on different pages.

The Plugin adds the datastore's FlashArray volume to the selected protection group or groups.
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Figure 9.4: Create Datastores Dialog

5. Click Create.
Wait while the Plugin rescans the specified host or cluster’s host bus adapters. A progress
indicator appears at the bottom of the Create Datastore dialog.
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Figure 9.5: Rescan Progress Indicator

When the rescan completes successfully, the Create Datastore dialog disappears, and the newly
created datastore appears in the vCenter Related Objects view.

The new datastore’s volume automatically appears in the Storage tab Volumes view of the Purity GUI
for the FlashArray.

Figure 9.6: Datastore Volume in the Purity GUI
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Display Datastore Metrics
The Plugin's Pure Storage tab displays detailed information about storage consumption, data reduction,
and performance of datastores based on FlashArray volumes.

The upper section of the Pure Storage pane displays capacity information. The lower section displays
performance information.

View Capacity Information
In a datastore details page, click the Pure Storage tab to open capacity and performance information
for the datastore.

The top section of the Pure Storage pane displays capacity information.

Figure 9.7: FlashArray Volume-Based Datastore Capacity Details

Notes:

• The upper bar graph represents the provisioned capacity of the datastore (displayed numerically
in the upper right corner of the tab).
The area shaded in blue represents the amount of storage in which data has been written.

• The lower bar graph represents the provisioned capacity and storage consumption of the volume
on which the datastore is based.

• Mouse over either of the legends below the bar graphs to open a pop-up with the following
information:

• Volume serial number (created by Purity)

• The LUN ID used by ESXi to address the datastore’s volume

• The number of paths to the volume

• The vCenter device ID (in which the volume serial number is embedded)
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Figure 9.8: Capacity Details

View Performance Information
The lower section of the pane displays a graph of datastore performance information over time.

Click the IOPS, Latency, or Bandwidth performance sub-tab to change which performance metric is
displayed.

Figure 9.9: FlashArray Volume-Based Datastore Performance Details

Note: Plots of AVG IO SIZE (Average I/O Size) are not supported in this release.

The performance metrics are the following:

• Input/output Operations Per Second (IOPS)
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• Short-term average latency

• Bandwidth, which is the data transfer rate, the amount of data transferred per second

• Short-term average I/O size

For more information about FlashArray performance, refer to the FlashArray User Guide on the Pure1
Knowledge (through the Purity GUI Help link or the Pure1 Knowledge page Purity FlashArray User
Guide  [https://support.purestorage.com/FlashArray/PurityOE/FlashArray_User_Guide]).

Rename a Datastore
The Plugin Rename Datastore feature supports renaming a FlashArray volume, with the option to also
rename the associated VMFS volume:

1. In the vCenter Datastores view, right-click the datastore name in the left pane. Select the Pure
Storage > Rename Datastore option.

2. The Rename Datastore pop-up opens with the current name of the datastore.

Figure 9.10: Rename Datastore

Enter the new name.

3. By default, the Plugin renames both the FlashArray volume and the associated VMFS volume.
To avoid changing the name of the VMFS volume, enable the Only rename the Pure Storage
Volume and not the VMware Datastore check box.

4. Click OK.

Note: When the Plugin creates a datastore, it names the FlashArray volume with the name of the
associated VMFS volume.
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About FlashArray Volume Names
Note: Volume names consist of 1-63 characters. Valid characters include letters (A-Z and a-z), digits
(0-9), underscores (_), and hyphens ('-'). The first and last characters of a name must be alphanumeric,
and a name must contain at least one letter.

Increase the Size of a Datastore
The Plugin can dynamically enlarge datastores that are based on FlashArray volumes.

Because FlashArray volumes are thin-provisioned, enlarging a datastore does not consume physical
storage until hosts write data into the added virtual blocks.

The Resize Datastore dialog includes a visual representation of the amount of raw data contained in
the datastore and the amount of data after data reduction. These are provided as an aid to determining
the appropriate amount by which to enlarge the datastore.

Figure 9.11: Example Resize Datastore Dialog

Notes:

• The size of a datastore cannot be reduced.
The new size entered must be larger than that the current size, for the Resize button to be
enabled. A message “Datastore size must be larger than current” is displayed if the size entered
in the New Size field is not larger than the current size of the datastore.

• Datastore resizing is immediate. As soon as the Resize button is clicked, the datastore’s
increased size is reflected in the hosts or clusters with which the datastore is associated.

To increase the size of a datastore:
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1. Open the vSphere Web Client Datastores view and select the datastore in the left Navigation
pane.

2. Select the Actions menu Pure Storage > Resize Datastore option.

3. The Resize Datastore dialog opens.
Enter the new size in the New Size field.

If necessary, use the units dropdown menu to change the units for the new size.

4. When the new size and units are correct, click the Resize button.
The Plugin resizes both the datastore and the FlashArray volume on which the datastore is
based.

Connect Additional Hosts to a Datastore
This action mounts existing datastores to additional hosts.

Note: This action involves a rescan of vCenter's host bus adapters.

About the Mount on Additional Hosts dialog:

• The dialog shows all additional hosts that are connected to the FlashArray.

• Hosts that are already connected to the datastore are shown in blue. The check box for such a
host is checked and grayed out.

• Hosts that have not been configured as hosts or host groups on the FlashArray are shown in red.

• Hosts are displayed under their respective clusters. Selecting a cluster selects are eligible hosts
in that cluster.

To run the Mount on Additional Hosts action:

1. On the Datastores view, highlight a datastore in the Navigator pane. Right-click and select Pure
Storage > Mount on Additional Hosts.

Figure 9.12: Mount on Additional Hosts Menu Option

2. In the Mount on Additional Hosts dialog, select the appropriate host or hosts.
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Figure 9.13: Mount on Additional Hosts Dialog

Click Mount.
Wait while the HBA rescan is run. The datastore is being mounted by the additional selected host
or hosts.

3. To confirm that the datastore is now mounted on the specified host (or hosts), go to the cluster
view, select the host in the left Navigation pane, and open the Datastore tab. The datastore
(test-01 in this example) is shown as available to this host.

Figure 9.14: Mount on Additional Hosts Confirmation
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Add a Datastore to Existing FlashArray Protection Groups
In addition to support for configuring Pure Storage FlashRecover remote replication protection
group membership during datastore creation, the Plugin also supports configuring protection group
membership for an existing FlashArray datastore.

Note: In the vCenter Datastore view, protection group membership can be configured only to a volume-
based protection group (or to an empty protection group). Host-based and host group-based protection
groups are not supported for a single datastore.

To add or change the Pure Storage protection group membership of an existing FlashArray datastore:

1. In the vCenter Datastores view, right-click the datastore name in the left pane and select the
Pure Storage > Update Datastore Protection option.

2. The Update Protection pop-up for the selected datastore opens.

Figure 9.15: Update a Datastore's Protection Group Membership
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Groups

Available Pure Storage protection groups are listed. Current protection group membership, if any,
is marked with a check mark in the Joined column on the left.
In the Joined column, check the box for the new protection group or groups.

3. Click Update Protection.

Add Multiple Datastores to Existing FlashArray Protection Groups
The Plugin supports configuring Pure Storage FlashRecover remote replication protection group
membership for all FlashArray datastores in a vCenter host or cluster object.

Note: The Update Protection pop-up lists existing protection groups that are valid for the selected
vCenter object. For a host, protection groups that are populated with hosts are listed. For a cluster,
protection groups that are populated with hosts groups are listed. Empty protection groups are valid for
both hosts and clusters (and for individual datastores).

To add or change the Pure Storage protection group membership of all existing FlashArray datastores
associated with a vCenter host or cluster:

1. In the vCenter Hosts or Clusters view, select the Actions menu Update Host Protection or
Update Cluster Protection option.

2. The Update Protection pop-up for the selected object opens.
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Figure 9.16: Update Host or Cluster Protection Group Membership

Available Pure Storage protection groups are listed, with the current membership, if any, marked
with a check mark.

In the Joined column of the left, check the box for the new protection group or groups.

3. Click Update Protection.

For each FlashArray-based datastore within the vCenter object, the Plugin configures its membership in
the specified protection group.

Reclaim the Free Blocks on a VMFS Datastore
This action informs the storage array that files or VMs have been deleted from a thin-provisioned VMFS
datastore. The space reclamation initiates a vCenter cleanup process, using UNMAP.

Space reclamation can be run on-demand through the Action menu or scheduled as a reoccurring
event or a one-time event.

Initiate the Reclamation of a Datastore's Storage
To run space reclamation on demand (not as a scheduled event):
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1. In the vSphere Web Client Datastores view > Objects tab, right-click on the datastore and select
the Actions menu Pure Storage > Run Datastore Space Reclamation option.

Figure 9.17: Run Datastore Space Reclamation

2. Select the host for this datastore.

Figure 9.18: Select Host for This Datastore

Schedule Reclamation of a Datastore's Storage
Space reclamation can be scheduled to run as a vCenter scheduled task. Scheduled timing can be
from once a week to once a year, in weekly increments.

To schedule Plugin space reclamation runs:

1. In the vSphere Web Client Datastores view > Objects tab, right-click on the datastore and select
the Actions menu Pure Storage > Schedule Datastore Space Reclamation option.

2. Follow the vCenter prompts to complete the schedule.

The following is an example of a scheduled Plugin space reclamation task:
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Figure 9.19: Scheduled Space Reclamation Task

Notes about Space Reclamation
• Space reclamation requires vCenter 6.0 or higher and ESXi 6.0 or higher.

• Use of the space reclamation scheduling feature requires the vCenter Scheduled Tasks
privilege.

• The space reclamation feature is very important as it is the only way to recover space for
destroyed datastores through the vSphere Web Client.

• Because the API call uses the default block count, the Plugin's space reclamation is slower than
UNMAP run through vSphere.

• Block count configuration is not supported.

• Plugin space reclamation does not provide partial progress updates.
In the Recent Tasks pane, the process remains at 0% until it finishes, when it shows as
completed:

Figure 9.20: Completed Reclamation Task

• If the Plugin is uninstalled, its scheduling still remains configured in ESX. Remove the schedule
manually in vSphere Web Client.
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• Even though a timeout error might be seen in vCenter, the space reclamation operation
continues running in ESX. The vCenter timeout error can be ignored. (See Space Reclamation
Known Issue.)

Space Reclamation Known Issue

The Plugin's space reclamation operation shows an Operation timed out error message if the
reclamation operation takes longer than the Task timeout value that is configured on the vCenter
Server.

The Operation timed out error message can be ignored, as the space reclamation operation
continues running on ESX.

Restore a Datastore from a FlashArray Snapshot
Note: To restore a datastore from a snapshot, see Restore a Datastore from a FlashArray Snapshot in
Manage FlashArray Snapshots for VMFS Datastores in the vSphere Web Client.

Destroy a Datastore
Use the Plugin Destroy Datastore command to destroy both a datastore and the FlashArray volume
on which the datastore is based.

Note: The term “destroy” is used rather than “delete” to suggest that the action destroys any data
stored on the volume underlying the datastore.

The destruction of FlashArray volumes is not immediate. The destroy command starts a 24-hour
“eradication pending” period for the volume. During the eradication pending period destruction can
be halted and the data recovered intact. (Recovery of a destroyed volume is not supported by the
Plugin. See the FlashArray User Guide for information on recovery of a destroyed volume (through
the Purity GUI Help link or the Pure1 Knowledge page Purity FlashArray User Guide  [https://
support.purestorage.com/FlashArray/PurityOE/FlashArray_User_Guide]).

To destroy a FlashArray-based datastore and the FlashArray volume itself:

1. In the vSphere Web Client Datastores view > Objects tab, select the Actions menu Pure
Storage > Destroy Datastore option.

2. The Destroy Datastore dialog opens.

Confidential and Proprietary. Subject to NDA and End User Agreement. Page 70

https://support.purestorage.com/FlashArray/PurityOE/FlashArray_User_Guide
https://support.purestorage.com/FlashArray/PurityOE/FlashArray_User_Guide
https://support.purestorage.com/FlashArray/PurityOE/FlashArray_User_Guide


Manage VMFS Datastores with the vSphere Web Client
Destroy a Datastore

Figure 9.21: Destroy Datastore Dialog

3. When you are sure, click the Destroy button.
Notes:

• Destroying a datastore involves multiple sub-tasks, both within vCenter and in the FlashArray.
The Destroy Datastore dialog includes a progress indicator at the bottom that gives a visual
indication of how far destruction has progressed, as well as a message bar in which the
destruction sub-task currently being performed is indicated.

• See the FlashArray User Guide for information on the 24-hour “eradication pending” period
for a destroyed FlashArray volume (through the Purity GUI Help link or the Pure1 Knowledge
page Purity FlashArray User Guide  [https://support.purestorage.com/FlashArray/PurityOE/
FlashArray_User_Guide]).

4. Open the Storage tab Volumes view of the Purity GUI for the FlashArray (or refresh the view if
the GUI is already open) to confirm that the volume is destroyed.
The FlashArray volume on which the destroyed datastore was based is also destroyed and is
removed from the FlashArray’s volumes list in the Purity GUI.
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Chapter 10. Manage VVols Datastores in the vSphere Web
Client

Overview of VVols-related Actions
The Pure Storage vSphere Web Client Plugin supports several operations to manage your FlashArray
VVol-backed virtual disks through the vSphere Web Client. These operations simplify the creation,
management, and recovery of FlashArray VVol-backed virtual disks and are summarized here:

Create and Connect to a VVols Datastore
Creates a new VVols datastore on the specified FlashArray and connects it to the storage
provider on vSphere.

Import Virtual Volume Disk
Creates a new hard disk for a virtual machine by copying either an existing image of a virtual
machine or an existing snapshot of a virtual machine.

Restore a Deleted Virtual Volume
Allows recovery of an accidentally-deleted virtual disk from a virtual machine (only during Purity's
24-hour eradication pending period).

Overwrite a Virtual Volume Disk
Overwrites a virtual volume disk with the contents of another virtual volume disk of the same
size.

Snapshot a Virtual Volume Disk
Creates a snapshot of a virtual volume disk.

Create a Virtual Disk Image
Creates a virtual disk image from a VVols-backed disk image or snapshot, without making the
new virtual disk a member of a VM.

This chapter applies to virtual volumes datastores. For information on VMFS datastores, see Manage
VMFS Datastores with the vSphere Web Client.

Before you create VVol datastores in the vSphere Web Client, complete the Prerequisites.

Notes:

• See Working with Long Lists of Objects for information on pagination and filtering of FlashArray
objects.

• See Purity LUN IDs for information on Purity LUN IDs.

• See Purity CLI Commands Related to VVols for information on Purity CLI commands to use with
VVols. These CLI commands are optional. The creation and management of virtual volumes can
be accomplished in vSphere with the plugin GUI menus.
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Prerequisites

Software Version Requirements
The following software versions are required for virtual volumes support (and for the steps in this
chapter):

• vSphere 6.5 or higher

• ESXi 6.5 or higher

• Purity//FA 5.0.0 or higher

ESX Host Configuration on the FlashArray
Before creating a VVol datastore for a host or cluster, the host or cluster must have been added to the
FlashArray. Use the Pure Storage > Add Host Cluster action to do this.

VVol datastore creation done through the plugin automatically connects the pure-protocol-endpoint to
the necessary host or cluster.

When configured, the VVol appears in the Purity Connected Volumes table.
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Figure 10.1: The Connected Volumes Table

To open the table, select Storage > Hosts. In the Hosts table, click on the VVol host.

See the FlashArray User Guide for information on host-volume connections and other aspects of
using Purity to manage FlashArrays. Access the documentation through the Purity GUI Help link or the
Pure1 Knowledge page Purity FlashArray User Guide  [https://support.purestorage.com/FlashArray/
PurityOE/FlashArray_User_Guide].

VVols Information in the vSphere Web Client
This section describes how to view virtual volume information in the vSphere Web Client.

Hard Disks Backed by Virtual Volumes
When a VVols-backed VM is selected in the Navigator pane, go to the FlashArray Virtual Volume
Objects to display all hard disks backed by that VVol.
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Figure 10.2: VVols-backed Hard Disks

Details on a VVol Hard Disk
Click on a VVols-backed hard disk to open its summary page with information on the hard disk.

Figure 10.3: VVols-backed Hard Disks Details

Similar information is available for the selected disk or snapshot in the Import Virtual Volume Disk
dialog, the Overwrite Virtual Volume Disk dialog, and the Create New Virtual Disk dialog.

About the Virtual Device Field
The Virtual Device field displays the type of virtual controller to which the disk is attached (SCSI, IDE,
SATA or NVME), the bus number of the controller and, and the unit number of the selected virtual
disk on that controller. This information can be used to identify a particular virtual disk within a guest
operating system.

Create and Connect to a VVols Datastore
This actions creates a new VVols datastore on the specified FlashArray and connects it to the storage
provider on vSphere.

Note: Before you create VVol datastores in the vSphere Web Client, complete the Prerequisites.

An example Create Datastore dialog is shown here.
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Figure 10.4: Create Datastore Menu Option

Notes about Create Datastore and the Create Datastore dialog:

• If the Datastore Name field is grayed out (as in the example above), a VVols datastore has
already been created on the selected FlashArray.

• An entry in the Storage Container area indicates that a VASA provider is already registered.

• If the selected host or other host in the host cluster has already connected to the VVol datastore
on the selected FlashArray, the Datastore Name field is populated with the existing VVol
datastore name, and that name cannot be edited in this dialog.

• If you would like to rename the existing datastore, use the vSphere datastore menu after
completing or canceling the Create Datastore dialog.

To create a VVol datastore:

1. Go to the vSphere Web Client Host and Cluster view. Right-click on either a vSphere host cluster
or host and select the Pure Storage > Create Datastore menu option.

Figure 10.5: Right-click a Cluster Name
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Figure 10.6: The Create Datastore Menu Option

2. In the Create Datastore dialog, select or enter the following information:

Datastore Type
The datastore type in vCenter. Select VVols.

Datastore Name
The name of the new VVol datastore.

Select Pure Storage Array
Select the FlashArray on which to create the datastore.

Select Host / Cluster
Select the host or host group to connect the new VVol datastore to. Only hosts running ESX
version 6.5 or later are shown in this view.

Figure 10.7: Create Datastore Dialog

3. Click Create.
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The Plugin creates the datastore and mounts all VVol protocol endpoint volumes to the specified
ESX hosts.

Import Virtual Volume Disk
This operation creates a new hard disk for a virtual machine by copying either an existing image of a
virtual machine or an existing snapshot of a virtual machine.

To run the Import Virtual Volume Disk operation:

1. In the Cluster view, select a VVol-backed virtual machine and open the FlashArray Virtual
Volume Objects tab.

Figure 10.8: Select a VVol-backed VM

2. In the options bar, click the  Import Disk... icon.

3. In the Import Virtual Volume Disk dialog, in the Select a source disk section, browse through
virtual machines and review their disk contents. Click the expansion arrow next to a hard disk to
display that disk's snapshots.
Select the disk image or snapshot to be used as source for the new virtual volume disk.
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Figure 10.9: The Import Virtual Volume Disk Dialog

The Volume Information section displays information about the selected source disk or
snapshot.

The example above shows a completed dialog that uses a snapshot as source for the copy.

4. Click Create.
A new virtual disk is created on the VM from the selected source disk or snapshot.

In this example, Hard disk 2 is the newly-created disk.

Figure 10.10: The New Virtual Volume Disk
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Notes about the Import Virtual Volume Disk Action:

• The new virtual volume disk is automatically attached to the highest-performing virtual SCSI
controller on the VM, preferring the VMware Paravirtual SCSI controller if available. If no SCSI
controllers are available, the disk is attached to any available NVME, SATA, or IDE controller that
can accommodate a new disk. After the operation completes, the user may edit the VM's settings
and assign the new disk to a different controller, if desired.

• If all virtual disk controllers on the VM have already been configured with the maximum number
of disks supported by VMware, the operation fails with an error indicating that there are no
available virtual disk controllers. If this occurs, the user may edit the VM's settings to add a new
disk controller or delete any unused disks, and then retry the Import Virtual Volume Disk action.

Restore a Deleted Virtual Volume
This operation supports recovery of an accidentally-deleted virtual disk from a virtual machine, with
these restrictions:

• The restore must happen within 24 hours of the disk being deleted.

• The restore is not available if either the 24-hour eradication pending period has elapsed or an
administrator has purposely eradicated the deleted virtual disk.

About the Recovery of Deleted Objects in Purity
Purity uses the term “destroy” rather than “delete” for Purity objects, because in Purity a destroyed
object is not immediately deleted and irrecoverable. When an object is destroyed in Purity, it enters a
24-hour eradication pending state.

Here is how the 24-hour eradication pending time period affects deleted objects:

• During the 24 hours: the object can be recovered and used as if it had never been destroyed
(unless an administrator explicitly eradicates it manually first).

• At the end of the 24 hours: the object is automatically eradicated (permanently deleted) and
then irrecoverable.

This section uses the term “delete” for the Purity “destroy” operation.

Example of Deleting a Virtual Volume
This images shows an example of deleting a virtual volume in the vSphere Edit Settings... > Virtual
Hardware > <Disk Name> screen with the Delete files from datastore option.
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Figure 10.11: Delete a Virtual Volume

Steps to Restore a Deleted Virtual Volume
These steps assume that the virtual volume has been deleted and is still in the 24-hour eradication
pending state.

To run the Restore Virtual Volume operation:

1. In the Cluster view, select a VVol-backed virtual machine and open the FlashArray Virtual
Volume Objects tab.

2. Either click the  Restore Deleted Disk... icon in the options bar, or right-click and select Pure
Storage > Restore Deleted Disk....

3. The vSphere Web Client Plugin inspects the VM and detects Purity volumes that have been
deleted and that are still in eradication pending state. The Restore Deleted Disk dialog opens
and lists deleted Purity volumes in the eradication pending state. In this example there is only
one such volume.
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Figure 10.12: The Restore Deleted Virtual Volume Dialog

4. Select the disk to be restored. Click Restore.
Note: This table lists all volumes pending eradication for this VM. If multiple volumes are listed,
identify the correct disk by volume name and FlashArray name.

5. In the FlashArray Virtual Volume Objects view, confirm that the virtual disk has been restored.
The restored disk is listed as Hard disk 2 in this example:

Figure 10.13: Confirm the Restored Virtual Disk

Overwrite a Virtual Volume Disk
This operation overwrites a virtual volume disk with the contents of another virtual volume disk of the
same size.

To run the Overwrite Virtual Volume Disk operation:

1. In the Cluster view, select a VVol-backed virtual machine and open the FlashArray Virtual
Volume Objects tab.

2. In the options bar, click the  Overwrite Disk... icon.
The Overwrite Virtual Volume Disk dialog opens and displays VVols-backed disks.

3. In the Overwrite Virtual Volume Disk dialog, in the Select a source disk section, browse through
virtual machines and review their VVols-backed disks. Select the disk or snapshot that is to be
used to overwrite the target VM.
The Volume Information section displays information about the selected disk.
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Figure 10.14: The Overwrite Virtual Volume Disk Dialog

4. Click Replace.

The volume associated with the target hard disk is completely replaced by the volume in the hard disk
specified in the Overwrite Virtual Volume Disk dialog.

Notes about the Overwrite Virtual Volume Disk Action:

• The source and target disks must be of the same size.

• This action only applies to VVols-backed disks.

Snapshot a Virtual Volume Disk
This operation creates a snapshot of a virtual volume disk.

Purity's snapshot naming convention is VOL.NNN, where VOL is the name of the volume and NNN is a
unique number. You have the option to specify a suffix name instead of the NNN number.

To run the Snapshot Virtual Volume Disk operation:

1. In the Cluster view, select a VVol-backed virtual machine and open the FlashArray Virtual
Volume Objects tab.

2. In the FlashArray Virtual Volume table, highlight the disk that is to have a snapshot taken.

3. Click the  Create Snapshot icon in the options bar.

4. In the Create Snapshot dialog, confirm that the correct disk is specified.
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Optionally provide a suffix to be used in the snapshot name.

Figure 10.15: The Create Snapshot Dialog

5. Click Create.

The snapshot of the virtual disk is created.

Create a Virtual Disk Image
This operation creates a virtual disk image from a VVols-backed disk image or snapshot, without
making the new virtual disk a member of a VM.

1. In the vSphere Datastore view, select the VVols-backed datastore, right-click, and select Pure
Storage > Create Virtual Disk.

2. In the Create New Virtual Disk dialog, in the Select a source disk section, browse through
virtual machines and review their disk contents. Click the expansion arrow next to a hard disk to
display that disk's snapshots.
Select the disk image or snapshot that is to be used to create the new virtual volume disk.

The Volume Information section displays information about the selected disk image or snapshot.

3. In the Create disk at datastore path field, enter the file path on the VVol datastore where this
virtual disk will be created. The path suggested is the same as the source virtual machine disk
and must be changed. Change this path to the location and filename desired for the new virtual
disk.
Note: The new VMDK file cannot be created in the root directory.

4. This example shows a completed Create New Virtual Disk dialog.
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Figure 10.16: The Create New Virtual Disk Dialog

Click Create.

A new virtual disk image is created at the specified path, from the specified VVols-backed image or
snapshot.
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Chapter 11. Manage FlashArray Snapshots for VMFS
Datastores in the vSphere Web Client

Overview
The Plugin adds a new tab named FlashArray Snapshot Objects.

Figure 11.1: The FlashArray Snapshot Objects Tab

The FlashArray Snapshot Objects view lists all snapshots for the selected datastore, including both
manually created snapshots and snapshots created by a FlashRecover protection group schedule.

The following actions are supported in the FlashArray Snapshots Objects view:

• Create Snapshots for FlashArray Datastore Volume or Volumes

• Copy a FlashArray Snapshot to a New Datastore

• Restore a Datastore from a FlashArray Snapshot

• Destroy a FlashArray Snapshot

Create Snapshots for FlashArray Datastore Volume or Volumes
This section describes how to create a snapshot manually on demand in the vSphere Web Client.

The Plugin Create FlashArray Snapshot feature is available in the vCenter Datastore, Host, and
Cluster views. In each case, a snapshot is created for every FlashArray volume that belongs to the
vCenter object.

This section does not apply to FlashArray snapshots that are created automatically by protection group
schedules.

About FlashArray Snapshot Suffixes
During snapshot creation, a suffix can be specified to be added to the new snapshot name.
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For instance, if the suffix is Example, then new snapshot name is the name of the datastore with
Example appended.

If a suffix is not specified, a numeric suffix is added to the snapshot name, such as MyDatastore.1,
MyDatastore.2, etc.

The following guidelines apply to snapshot suffixes:

• Must contain only (A-Z, a-z), digits (0-9), and the hyphen (-) characters.

• Must be between 1 and 63 characters in length.

• Must begin and end with either a letter or a number.

• Must include at least one letter or hyphen.

Create a Snapshot from a FlashArray Datastore
To create a snapshot from a FlashArray datastore:

1. Open the vSphere Web Client Datastores view and select the datastore in the left navigation
pane.

2. In the center pane, select the FlashArray Snapshot Objects tab and click the  Create
Snapshot icon.
The Create Snapshot pop-up opens.

3. In the Create Snapshot pop-up, optionally specify a suffix to be used in the new snapshot name.
Your selection of suffix must result in a unique snapshot name.

Figure 11.2: Create Snapshot

4. Click Create.
The snapshot RSmall1.Example is created.

Create Snapshots from Multiple FlashArray Datastores
The Create FlashArray Snapshot feature is also available in the Action menu in the vCenter
Datastore Cluster, Hosts, and Cluster views. In this case, the Plugin creates a snapshot for each
FlashArray volume that belongs to the selected vCenter object.
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Note: Snapshots can only be taken from multiple datastores when the associated FlashArray volumes
reside on a single FlashArray or pod.

This example, in the vCenter > Datastore Clusters view, creates snapshots for all FlashArray-based
datastores in a datastore cluster.

1. In the Datastore view, select the cluster in the left Navigation pane.
Select the Pure Storage > Create FlashArray Snapshots menu option from the Actions menu
or from right-clicking the cluster name.

Figure 11.3: Right-click a Cluster Name

Figure 11.4: The Create Snapshots Menu Option

2. The Create Snapshots pop-up opens.
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Figure 11.5: Create Snapshots for a Cluster

3. Click Select All to create a snapshot for each FlashArray-based datastore in the datastore
cluster, or select the check boxes of specific datastores.

4. Optionally enter a suffix. The suffix Example is shown below.

5. Click Create.
The following snapshots are created: volume-shi.Example, testds.Example, and vol-
shi.Example.

The same steps can be followed to create a FlashArray snapshot for each FlashArray volume that
belongs to a selected host.

Copy a FlashArray Snapshot to a New Datastore
This feature creates a new FlashArray datastore from an existing FlashArray snapshot.

To copy a snapshot to a new datastore:

1. In the FlashArray Snapshot Objects view, select the FlashArray snapshot to copy.

2. Do one of the following actions:

• Click the  Copy to New Datastore icon.

• Select the Actions menu Copy to New Datastore option.

• Right-click on the snapshot name and select the Copy to New Datastore option (shown
below):
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Figure 11.6: Copy Snapshot to a New Datastore

The Copy FlashArray Snapshot to New Datastore pop-up opens with identifying information
about the selected snapshot.

Figure 11.7: Confirm FlashArray Snapshot Copy

3. Confirm that the correct snapshot is selected, then click Next.

4. In the second Copy FlashArray Snapshot to New Datastore pop-up, enter the name of the new
datastore.
Note: Names consist of 1-63 letters (A-Z and a-z), digits (0-9), and hyphens. A name must
contain at least one letter and cannot start or end with a hyphen.
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Figure 11.8: Specify the New Datastore

Optionally specify one or more existing Pure Storage protection groups for the new datastore.

Note: A datastore must belong to at least one protection group in order to be protected by
automatic remote replication and a disaster recovery plan.

5. Click Create.

Restore a Datastore from a FlashArray Snapshot
Important: When you restore a datastore from a snapshot, all changes made to the datastore after the
snapshot was taken are lost.

To restore a datatore from its FlashArray snapshot:
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1. Verify that any virtual machines in the datastore are powered off.

2. In the FlashArray Snapshot Objects view, select the FlashArray snapshot to be restored.

3. Click the  Restore to Original Datastore icon or select the Restore to Original Datastore
option from the Actions menu.

4. The Restore FlashArray Snapshot pop-up presents identifying information about the selected
snapshot. Confirm that the correct snapshot is selected to be restored.

5. Verify that one of the following messages appears:

• "All virtual machines in the datastore are already powered off."

• "The datastore does not contain any virtual machines."

Figure 11.9: Restore a Datastore from a FlashArray Snapshot

6. When you are sure, click Restore.

The datastore is restored from the snapshot. Any changes made to the datastore after the snapshot
was created are lost.

Destroy a FlashArray Snapshot

About Destroying and Eradicating FlashArray Snapshots
Destroying a snapshot has the following effects:

• The destroyed snapshot is immediately hidden.

• A 24-hour eradication pending period begins.
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• During the 24-hour eradication pending period, the action can be reversed and the snapshot
completely recovered.

• If the snapshot is not recovered during the 24-hour eradication pending period, then the snapshot
is eradicated.
At this point, the snapshot and its contents are lost and cannot be recovered.

• If the Eradicate the FlashArray Snapshot immediately check box is enabled, the
snapshot is eradicated immediately, without a 24-hour eradication pending period.
In this case, the snapshot and its contents are lost immediately and cannot be recovered, and the
physical storage occupied by data associated with the snapshot becomes eligible for reallocation.

Steps to Destroy a FlashArray Snapshot
Note: Pure Storage protection group snapshots cannot be deleted through the Plugin.

To destroy a FlashArray snapshot:

1. In the FlashArray Snapshot Objects view, select the FlashArray snapshot to be destroyed.

2. Click the  Copy to New Datastore icon or select the Destroy Snapshot option from the
Actions menu.

3. The Destroy FlashArray Snapshot pop-up presents identifying information about the selected
snapshot. Confirm that the correct snapshot is selected to be destroyed.
Optionally select the check box to immediately eradicate the snapshot. In this case, the 24-
hour eradication pending period is waived, and the destroyed snapshot's space is immediately
reclaimed, and the snapshot cannot be recovered.

4. When you are sure, click Destroy.

Figure 11.10: Destroy a FlashArray Snapshot
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Chapter 12. View Storage Configuration Health Summary
The Storage Configuration Health feature summarizes a host's current configuration compared to the
standard ESXi storage limits for total numbers of devices, logical paths, and HBAs.

An example Storage Configuration Health summary is shown here.

Figure 12.1: Storage Configuration Health Summary

A green check mark notes items that are within standard configuration limits.

A red mark notes items that exceed a limit or experience a configuration or other issue. The Reason
column contains a short explanation of those items.

To run the Storage Configuration Health check:

1. Open the vCenter Hosts view and select a host (not a datastore).

2. From the Plugin's Actions menu or after right-clicking the host name, select the Pure Storage >
Storage Configuration Health option.
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Figure 12.2: Storage Configuration Health Menu

The Storage Configuration Health table opens.
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Chapter 13. Open the Purity GUI within the Web Client

Purity//FA GUI Overview
The Purity//FA graphical user interface (GUI) is a browser-based system used to view and administer
the FlashArray. The Purity//FA GUI can be invoked from within the vSphere Web Client when the Plugin
is installed.

The Purity//FA GUI contains the following pages, from which different aspects of a FlashArray are
monitored and managed:

Dashboard
Represents a graphical overview of the array, including storage capacity, recent alerts, hardware
status, and performance metrics.

Storage
Displays storage objects on the array, including hosts, host groups, volumes, protection groups,
volume groups, and pods. View and manage the storage objects and the connections between
them.

Analysis
Displays historical array information, including storage capacity and I/O and replication
performance metrics, from various viewpoints.

Health
Displays array health, including hardware status, parity, alerts, connections, and apps.

Settings
Displays array-wide system and network settings. Manage array-wide components, including
network interfaces, certificates, system time, connectivity and connection configurations, and
alert settings.
Also display user accounts, audit trails, user session logs, and software details.

An example of Purity GUI is shown here.
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Figure 13.1: The Purity GUI (Dashboard Tab)

By default, the GUI opens with the Dashboard tab displayed. Click the tabs near the top (STORAGE,
PROTECTION, etc.) to access other content.

See the FlashArray User Guide for information on using the Purity GUI to manage FlashArrays (through
the Purity GUI Help link or the Pure1 Knowledge Base page Purity FlashArray User Guide  [https://
support.purestorage.com/FlashArray/PurityOE/FlashArray_User_Guide]).

Open the Purity GUI
To open the FlashArray Purity GUI from the vSphere Web Client, select the FlashArray in the Web
Client's left pane, then click the Pure Storage tab.
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Figure 13.2: The Pure Storage Tab in the vSphere Web Client

Log in with your FlashArray administrator credentials.

Self-Signed Certificate Warning
By default, the FlashArray uses a self-signed certificate, which generates the following warning when
you click the Pure Storage tab.

Figure 13.3: The Self-Signed Certificate Warning Pop-up

To avoid this warning in the future, follow the instructions to construct a signed certificate. The
certificate must be PEM formatted (Base64 encoded).
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Appendix A. Display the Purity REST API Version
To determine the REST API version on a FlashArray, enter the following URL in a browser: https://
{array}/api/api_version, where array is the name or IP address of the FlashArray.

The last entry in the output list names the REST API version running on the FlashArray.

The following output indicates that the FlashArray is running version 1.13:

{"version": ["1.0", "1.1", "1.2", "1.3", "1.4", "1.5", "1.6", "1.7",
"1.8", "1.9", "1.10", "1.11", "1.12", "1.13"]}

The following output indicates that the FlashArray is running version 1.5:

{"version": ["1.0", "1.1", "1.2", "1.3", "1.4", "1.5"]}

In each case, the earlier versions are also supported. The latest version is backwards compatible with
each version listed.
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Appendix B. Purity LUN IDs
This appendix describes how Purity handles LUN IDs for VVols.

LUN IDs are automatically assigned to each protocol endpoint connection and each VVol connection.
Specifically, each protocol endpoint connection to a host or host group creates a LUN (PE LUN), while
each VVol connection to a host or host group creates a sub-LUN. The sub-LUN is in the format x:y,
where x represents the LUN of the protocol endpoint through which the VVol is connected to the host or
host group, and y represents the sub-LUN assigned to the VVol.

PE LUN and sub-LUN connections follow the same LUN numbering conventions as regular volumes
connections:

• Private (host) connections:
For private (host) connections, Purity starts at LUN 1 and counts up to the maximum LUN 4095,
assigning the first available LUN to the connection.

For example, assuming a host has no other connections, the first connection made between
a protocol endpoint and host would be assigned PE LUN ID 1, and the first connection made
between a VVol and host via that protocol endpoint would be assigned sub-LUN ID 1. The full
LUN ID for the VVol would be 1:1. When a second VVol is connected to the host via the same
protocol endpoint, it would be assigned sub-LUN ID 2, and its full LUN ID would be 1:2.

For PE LUNs, if the host is already connected to other regular volumes or VVols, Purity assigns
the first available LUN after those connections.

• Shared (host group) connections:
For shared (host group) connections, Purity starts at LUN 254 and counts down to the minimum
LUN 1, assigning the first available LUN to the connection. If the host group is already connected
to other regular volumes or VVols, Purity assigns the first available LUN after those connections.
If all LUNs in the [1...254] range are taken, Purity starts at LUN 255 and counts up to the
maximum LUN 4095, assigning the first available LUN to the connection.

For example, assuming a host group has no other connections, the first connection made
between a protocol endpoint and host group would be assigned PE LUN ID 254, and the first
connection made between a VVol and host group via that protocol endpoint would be assigned
sub-LUN ID 254. The full LUN ID for the VVol would be 254:254. When a second VVol is
connected to the host group via the same protocol endpoint, it would be assigned sub-LUN ID
253, and its full LUN ID would be 254:253.
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Appendix C. Working with Long Lists of Objects
Some Plugin screens can display fairly long lists of hosts, clusters, protection groups, or snapshots.
The Plugin supports filtering to reduce the number of objects displayed and navigation arrows to page
through long lists. Tables of protection groups also provide a "Joined" check box filter. The datastore,
snapshot, and protection group screens support filtering and pagination.

When the Joined box is checked, the Plugin displays only those protection groups which the object
either already has joined or is currently selected to join.

Filters
The filter field is used to restrict the displayed results to only objects that match the given filter string.
The Joined field restricts the displayed results to only those protection groups that a datastore has
already joined or is selected to join.

For example, the following shows the first page of a list of 11 protection groups, with no filtering applied.

Figure 84: A Multi-Page List of Protection Groups

Entering "4" in the filter field restricts the display to only those protection groups that contain a "4" in
their name.
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Figure 85: A Filtered List of Protection Groups

Enabling the Joined check box restricts the display to only those protection groups that either have
already joined the protection group or are selected to join them.

Figure 86: Protection Groups Filtered by the Joined Check Box

On datastore screens, the host or cluster filter matches either a host name or a cluster name. The filter
also matches nested objects, in which case it expands the cluster to displayed the matched nested
objects.

In this example, the filter string "94" matches all hosts and clusters that have "94" in their name (no
clusters match in this example). Other hosts and clusters are not displayed.
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Figure 87: Filter Hosts and Clusters

Note: The impact of filtering is more than shortening the list of displayed objects. Subsequent actions
can only affect only the objects that are currently displayed. Filtered-out objects (and objects that are
not selected) are not affected.

The Joined Check Box Filter
Depending on context, the Joined check box restricts the list of displayed protection groups either to
protection groups that the datastore has already joined or protection groups that you have selected for
the datastore to join.

See Protection Groups Filtered by the Joined Check Box for an example of filtering with the Joined
check box.

Pagination
The Plugin provides Previous and Next navigation arrows when the list of objects is too long to be
displayed on one screen.
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Figure 88: Paging Arrows

The arrows are grayed out when all objects are shown on the current screen.
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Appendix D. Purity CLI Commands Related to VVols
This section describes Purity CLI commands that optionally can be used in VVol environments. Since
the Plugin enables the management of VVols completely from within the vSphere Web Client, these
commands are not expected to be required by most users, but are presented here for completeness.

To list all PEs:

purevol list --protocol-endpoint

Example:

pureuser@flasharray-1> purevol list --protocol-endpoint

Name                    Source  Created                  Serial

newpe                   -       2018-01-10 18:37:32 PST  C1209A2DCFAC45F500011010

pure-protocol-endpoint  -       2018-01-05 07:24:43 PST  C1209A2DCFAC45F500011002

Lists all protocol endpoints on the FlashArray.

To connect a PE to a host or host group:

purehost connect HOST-NAME --vol PE-NAME

purehgroup connect HOST-GROUP-NAME --vol PE-NAME

Example:

pureuser@flasharray-1> purehgroup connect hgroup-1 --vol pure-protocol-endpoint

Name             Vol                        Lun

hgroup-1         pure-protocol-endpoint     254

Connects the host group hgroup-1 to the protocol endpoint pure-protocol-endpoint.

This example shows the default protocol endpoint, pure-protocol-endpoint, but a custom
endpoint could be used.
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Appendix E. Resources
Links are subject to change without notice.

Pure Storage Documentation and Online Resources
The following resources (and more) are available from Pure Storage:

• Pure1 Knowledge  [http://support.purestorage.com]

• vSphere plugin and VMware-related resources:

• vSphere Plugin User Guide and Pure1 Knowledge articles  [https://
support.purestorage.com/Solutions/Virtualization/VMware/vSphere_Plugin]

• SSL Certificates vSphere Plugin  [https://support.purestorage.com/Solutions/
Virtualization/VMware/vSphere_Plugin/SSL_Certificates_for_vSphere_Plugin]: a Pure1
Knowledge article about the FlashArray self-signed certificate warning.

• VMware-related Knowledge articles  [https://support.purestorage.com/Solutions/
Virtualization/VMware]

• FlashArray and Purity Knowledge base articles (including documentation, user guides, and
other articles)  [https://support.purestorage.com/FlashArray]

• Purity FlashArray User Guides  [https://support.purestorage.com/FlashArray/PurityOE/
FlashArray_User_Guide]

• Purity REST API Guides  [https://support.purestorage.com/FlashArray/PurityOE/REST_API/
REST_API_User_Guides]

• Pure Storage Community (and user forums)  [http://community.purestorage.com]

VMware Documentation and Other Links
• VMware vSphere Documentation  [https://docs.vmware.com/en/VMware-vSphere/index.html]

• vSphere 5.5 Configuration Maximums  [http://www.vmware.com/pdf/vsphere5/r55/vsphere-55-
configuration-maximums.pdf]

A Note about Document Conventions
This document follows Purity CLI man page conventions:

• Constant-width (Courier) font is used for text that is to be entered verbatim (e.g., command and
subcommand names such as pureadmin list).

• Uppercase italic text represents entered text whose content is based on the nature of the
subcommand (e.g., --api-token USER, where USER represents the value to be entered, in this
case "pureuser" or other Purity administrator account name).
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Documentation Feedback
We welcome your feedback about Pure Storage documentation and encourage you to send your
questions and comments to <DocumentFeedback@purestorage.com>. We would love to hear from
you.

Legal Information
End-User Agreement
End User Agreement  [http://www.purestorage.com/agreements/Pure_enduser_agreement.pdf]

Notices
© 2018 Pure Storage, Inc. All rights reserved. Pure Storage, FlashBlade, and the Pure Storage Logo
are trademarks or registered trademarks of Pure Storage, Inc. in the U.S. and other countries. Other
company, product, or service names may be trademarks or service marks of their respective owners.

The Pure Storage products described in this documentation are distributed under a license agreement
restricting the use, copying, distribution, and decompilation/reverse engineering of the products. The
Pure Storage products described in this documentation may only be used in accordance with the terms
of the license agreement. No part of this documentation may be reproduced in any form by any means
without prior written authorization from Pure Storage, Inc. and its licensors, if any. Pure Storage may
make improvements and/or changes in the Pure Storage products and/or the programs described in
this documentation at any time without notice.

THIS DOCUMENTATION IS PROVIDED "AS IS" AND ALL EXPRESS OR IMPLIED CONDITIONS,
REPRESENTATIONS AND WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT, ARE
DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY
INVALID. PURE STORAGE SHALL NOT BE LIABLE FOR INCIDENTAL OR CONSEQUENTIAL
DAMAGES IN CONNECTION WITH THE FURNISHING, PERFORMANCE, OR USE OF THIS
DOCUMENTATION. THE INFORMATION CONTAINED IN THIS DOCUMENTATION IS SUBJECT TO
CHANGE WITHOUT NOTICE.

Trademarks
Pure Storage, the Pure Storage Logo, FlashArray, and other Pure trademarks are the property of Pure
Storage, Inc.

VMware, vCenter, vSphere, and vSphere Web Client are trademarks or registered trademarks of
VMware Corporation in the United States, other countries, or both.

Other trademarks are the property of their respective owners.

Copyright
Copyright © 2018 Pure Storage, Inc. All rights reserved.
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